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STRATEGIC OVERVIEW

Al systems are built for long operational lifecycles. Training datasets, fine-tuning corpora, model weights, and
agent communication records may retain strategic value for a decade or longer. The cryptographic standards
currently protecting these assets—primarily RSA and elliptic curve cryptography (ECC)—are expected to become
vulnerable to sufficiently capable quantum computers.

Threat actors are widely assessed to be collecting encrypted data today with the expectation that future quantum
systems may eventually decrypt it—a strategy commonly described as "harvest now, decrypt later." For
organizations operating Al infrastructure and Model Context Protocol (MCP) environments, this creates a long-tail
exposure window extending well beyond traditional cybersecurity planning horizons.

Post-quantum transition planning is therefore not solely a technical modernization initiative. It is emerging as a
governance, resilience, and regulatory preparedness issue with implications for intellectual property protection,
vendor accountability, cyber insurance, and long-term data confidentiality.

Organizations that delay cryptographic inventory and migration planning may face compressed
implementation timelines, elevated operational costs, and increased scrutiny from regulators, auditors,
and enterprise customers over the next three to five years.

WHY Al INFRASTRUCTURE REQUIRES EARLIER PQC TRANSITION
WHY Al INFRASTRUCTURE REQUIRES EARLIER PQC TRANSITION
Al workloads present unique cryptographic transition challenges that justify accelerated planning:

Factor Implication for PQC Timing

Extended Asset Lifespan Model weights and training corpora retain value 10-15 years, exceeding typical
crypto refresh cycles

Global Replication Distributed inference endpoints and cross-border data flows increase attack
surface and compliance complexity

Agent Trust Chains MCP-based agent ecosystems rely on long-lived credentials; compromise enables
retrospective authorization forgery

Model Portability Serialized weights can be exfiltrated and decrypted offline; once compromised, IP
loss is irreversible

Autonomous Interactions API-first Al services require cryptographic agility to maintain trust without manual
intervention

Archived Context Inference logs and fine-tuning data may contain sensitive personal or proprietary

information requiring long-term confidentiality

These characteristics create a confidentiality horizon that exceeds standard enterprise security assumptions, making proactive
cryptographic agility a strategic consideration.

FINANCIAL EXPOSURE & LIABILITY CONSIDERATIONS
FINANCIAL EXPOSURE & LIABILITY CONSIDERATIONS

Cryptographic transition risk in Al environments extends beyond data confidentiality. Exposure includes:

Model intellectual property theft via retrospective decryption

Compromise of long-lived authentication credentials and agent identity chains
Contractual liability associated with third-party Al integrations lacking PQC roadmaps
Regulatory and audit scrutiny where cryptographic agility cannot be demonstrated

lllustrative Financial Impact Model

Values normalized across publicly reported cyber incidents, regulatory enforcement actions, and enterprise
recovery benchmarks. Figures are illustrative estimates; actual exposure varies by jurisdiction, data classification,
and control maturity. Methodology detailed in Appendix A.
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Total Exposure = (N_records x Cost_per_Record) + Incident_Response + Operational_Downtime +
(Regulatory_Probability x Penalty_Range)

Outputs capped at 25th percentile of cross-industry analogues to maintain conservative board-level risk framing. Confidence
Level: 65% (Estimate Tier).

Board-Level Implications

e Delaying cryptographic inventory and agility planning beyond 2026 may increase regulatory and audit
scrutiny under emerging Al governance and cybersecurity frameworks.

e Vendor agreements lacking post-quantum transition clauses may transfer disproportionate operational and
legal risk to the customer organization.

e Exposure of encrypted model weights or long-term datasets could create irreversible intellectual property
loss if future decryption becomes feasible.

e Organizations without documented migration roadmaps may encounter accelerated remediation costs once
sector mandates formalize.

MIGRATION PHASES RECOMMENDED WINDOW CONTRACT COVERAGE

4 PHASES 18—24 MONTHS 100%

Inventory — Pilot — Hybrid For Al training & serving pipeline Cloud providers, model vendors, and
Deployment — Full Transition migration MCP integration partners

REGULATORY & COMPLIANCE LANDSCAPE
REGULATORY & COMPLIANCE LANDSCAPE
United States — NIST & Federal Cryptographic Transition Guidance

The U.S. National Institute of Standards and Technology (NIST) finalized its first post-quantum cryptographic
standards in August 2024:

e FIPS 203: ML-KEM (Module-Lattice-Based Key-Encapsulation Mechanism)

e FIPS 204: ML-DSA (Module-Lattice-Based Digital Signature Algorithm)

e FIPS 205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm)
NIST transition guidance frames migration as a multi-year program, with hybrid approaches often used as a
transitional control while organizations inventory systems, update dependencies, and phase out vulnerable public-

key algorithms. Commercial enterprises aligning early with NIST guidance may benefit from stronger supply-chain
interoperability, improved audit defensibility, and reduced transition disruption as vendor ecosystems mature.

[Primary Verified]

European Union Al Act

The EU Al Act introduces security, accountability, and risk-management obligations for high-risk Al systems and
general-purpose models beginning in August 2026. While the regulation does not explicitly mandate post-
quantum cryptography, organizations are expected to demonstrate resilient security controls and the ability to
adapt to evolving technological risks under Article 14 (human oversight) and Annex Il (security requirements).
Documented cryptographic agility planning may therefore become an important component of future conformity
assessments and enterprise procurement reviews.

[Secondary Verified]

Privacy and Sector-Specific Regulations

GDPR Atrticle 32 requires "appropriate technical and organisational measures," including encryption,
confidentiality, integrity, availability, resilience, and regular testing based on risk and state of the art. For Al
systems handling sensitive personal data, this supports documented cryptographic transition planning, especially
where long retention periods or cross-border processing increase exposure.

Financial and healthcare regulators (FINRA, SEC, HIPAA) are issuing guidance encouraging cryptographic
transition planning for systems handling sensitive consumer or patient data beyond 2027.
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[Secondary Verified]

STRATEGIC PLANNING FRAMEWORK FOR BOARDS

STRATEGIC PLANNING FRAMEWORK FOR BOARDS

Board Action Items

1. Approve Cryptographic Inventory Mandate

Direct security and Al leadership to map all classical encryption usage across training pipelines, inference
endpoints, and agent communication layers.

2. Establish Risk Tolerance Thresholds
Define acceptable latency degradation during hybrid cryptographic handshakes. Post-quantum algorithms
introduce measurable overhead; boards should approve performance trade-offs before engineering
execution.

3. Mandate Vendor Contract Updates

Require all third-party Al providers, cloud infrastructure partners, and MCP integrators to disclose
cryptographic agility roadmaps and hybrid implementation timelines.

4. Allocate Migration Capital
Budget for hardware security module upgrades, key management system replacements, and engineering
sprint reallocation. Delaying funding may compress migration windows and increase operational disruption
risk.

To maintain analytical credibility and prevent threat inflation, as of May 2026:

No confirmed cases exist of quantum computers decrypting Al model weights or training datasets in production.
No major regulatory enforcement actions have specifically cited post-quantum non-compliance within Al systems.
No publicly documented MCP authentication failures have been directly attributed to quantum decryption.
No peer-reviewed evidence indicates that leading post-quantum algorithms (ML-KEM, ML-DSA, SLH-DSA) are
compromised.
— No widespread refusal among major cloud providers to support hybrid classical/post-quantum migration strategies.

THREAT ACTOR TAXONOMY & RISK HORIZON

THREAT ACTOR TAXONOMY & RISK HORIZON

Understanding threat actor motivations helps prioritize migration efforts:

Actor Type | Primary Motivation Relevance to Al Assets Decryption Value Horizon
Nation-State Collection Strategic intelligence, IP  High: targeted exfiltration of 5-15 years (long-term
acquisition proprietary models/training data strategic value)
Cybercriminal Extortion Financial gain via Medium: opportunistic theft of 2-5 years (immediate
ransom/data sale customer data in training sets monetization)
Industrial Espionage Competitive advantage High: model replication, distillation ~ 3—10 years (commercial
bypass lifecycle)
Insider Exfiltration Personal gain, sabotage = Medium-High: direct access to Variable (depends on data
weights, keys, logs sensitivity)
Supply-Chain Broad access via High: MCP integrations, cloud 5+ years (persistent access)
Compromise trusted vendor KMS, model registries

Note: Risk prioritization should align with organizational threat modelling and asset criticality assessments.

RECOMMENDED TARGET ARCHITECTURE
RECOMMENDED TARGET ARCHITECTURE (HIGH-LEVEL)
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A crypto-agile Al infrastructure should incorporate the following components:

e Hybrid TLS 1.3 — Support simultaneous classical + post-quantum key exchange during handshake
e PQC-Capable HSM/KMS — FIPS 140-3 validated hardware security modules supporting ML-KEM/ML-DSA
key generation and storage
e Al Gateway Layer — Abstract cryptographic primitives behind versioned APIs to enable algorithm
negotiation without application rewrites
e MCP Broker with Identity Federation — Map cryptographic identities to agent service accounts using
workload identity federation; enforce domain-bound certificate scopes
e Model Registry Signing — Evaluate post-quantum-capable signing approaches for model artifact integrity
(e.g., ML-DSA where standardized)
e Automated Certificate Lifecycle — Enforce rotation policies (90-day signing keys, 180-day exchange keys)
integrated with Al registry workflows
This architecture enables incremental migration while maintaining backward compatibility and operational
resilience.

This executive brief summarizes financial exposure, regulatory timelines, and strategic governance requirements.
The companion Technical & Compliance Report provides forensic architecture, cryptographic migration pathways,
key management specifications, performance impact analysis, and normative control mappings (SHALL/SHOULD)

for security architects, compliance officers, and governance leads.

Board members should direct technical stakeholders to reference the companion report for implementation
execution and framework alignment. Doc v1.0 | May 12, 2026 | CONFIDENTIAL — DRAFT FOR PUBLISHING
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1. EXECUTIVE SUMMARY & CROSS-REFERENCE

This technical report details cryptographic agility implementation for Al training and serving pipelines, Model
Context Protocol (MCP) endpoint authentication, and long-term model confidentiality preservation. It provides
normative controls, key management architectures, performance impact data, and compliance mappings to:
NIST Al Risk Management Framework (Al RMF)

ISO/IEC 42001 (Al Management System)

NIST SP 800-208 (Stateful Hash-Based Signatures), SP 800-56C Rev. 2 (Key-Derivation Methods)
NSA CNSA 2.0 Commercial National Security Algorithm Suite

ETSI TR 104 016: Quantum-Safe Cryptography Migration Guidelines

EU Al Act Annex Il security requirements

e GDPR Article 32 technical measures

Board and executive stakeholders should reference the paired Executive Brief for financial exposure modelling,
regulatory timelines, and capital allocation frameworks. This document travels downward and sideways to security
architects, infrastructure engineers, and compliance officers responsible for execution.

2. QUANTUM THREAT MODEL FOR Al & MCP INFRASTRUCTURE

Long-Lived Al Assets Are Vulnerable to Harvest-Now-Decrypt-Later Collection
Training datasets, fine-tuning corpora, serialized model weights, and archived inference logs often retain
operational and commercial value for ten years or longer.

Assets encrypted today with RSA or ECC may therefore remain exposed to future quantum decryption
capabilities.

If decrypted retrospectively, compromised model artifacts could enable:
* Model replication or unauthorized distillation
 Training data reconstruction and privacy violations
» Circumvention of commercial licensing or access controls

This creates a confidentiality horizon that exceeds traditional enterprise retention assumptions. [Secondary
Verified]

MCP Authentication Depends on Deployment Design
Current MCP deployments typically rely on TLS 1.3, X.509 certificate chains, and authorization layers such
as OAuth 2.1 to protect server and agent interactions.

The operational risk is that many implementations do not yet expose cryptographic agility cleanly, so
organizations should treat MCP servers, agent routing, and tool invocation paths as part of the broader
crypto inventory.

Compromise of signing keys or certificate authorities could enable:
» Agent impersonation and unauthorized tool execution
» Retrospective session forgery and authorization escalation
» Cross-tenant trust violations in multi-organization deployments

Most MCP ecosystems currently lack mature cryptographic agility controls. [Primary Verified]

Crypto-Agility Is the Practical Near-Term Control

Hybrid deployment, comprehensive inventory, automated key rotation, certificate lifecycle management,
and vendor contract updates represent the most defensible near-term controls while organizations phase
in PQC-ready primitives.
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Engineering teams should abstract cryptographic primitives behind versioned interfaces to prevent future
migration bottlenecks. [Reported]

3. CRYPTOGRAPHIC AGILITY IMPLEMENTATION FOR Al PIPELINES

Control Objective Technical Implementation Responsible Evidence
Role Tier

Inventory Map classical crypto Automated TLS/cipher suite scanning; Security Primary

usage across Al stack  asset tagging in CMDB; MCP endpoint Engineering Verified
discovery

Abstraction Decouple crypto Introduce crypto SDK layer supporting Al Platform Secondary
primitives from algorithm negotiation (classical + PQC) Team Verified
application logic

Hybrid Enable simultaneous TLS 1.3 hybrid key share using ML-KEM Infrastructure Primary

Deployment classical + PQC key for KEM, ML-DSA for signatures; dual- Ops Verified
exchange stack X.509

Validation Verify performance, Load testing, chaos engineering, SLA QA/ Estimate
compliance, and degradation thresholds; conformity Compliance
fallback routing assessment simulation

Evidence Tier: Estimate — lllustrative. Single-vendor performance data excluded; values normalized across three cloud provider
benchmarks and open-source agent framework audits.

4. KEY MANAGEMENT ARCHITECTURES & IDENTITY BINDING
A WARNING

Hardware Security Modules (HSMs) lacking NIST FIPS 140-3 validation cannot securely generate or store
post-quantum private keys at enterprise scale. Classical key management systems should be upgraded
before hybrid migration commences.

Key Management Reference Architecture

e Cryptographic Agility Layer — Abstract key operations behind HSM or cloud KMS APIs supporting
algorithm negotiation and hybrid certificate issuance.

e Dual-Stack X.509 Certificates — Issue certificates containing classical and post-quantum public keys.
Validate both during TLS handshake; fallback to classical only during emergency outage.

e Automated Rotation Policies — Enforce 90-day rotation for post-quantum signing keys, 180-day for key
exchange keys. Bind rotation to Al model versioning and agent registry updates.

e MCP ldentity Binding — Map cryptographic identities to agent service accounts using workload identity
federation. Prevent cross-tenant lateral movement by enforcing domain-bound certificate scopes and
cryptographic attestation.

Evidence Tier: Secondary Verified. Architecture validated against three enterprise KMS vendor documentation sets and NIST
implementation guidance (SP 800-56C, CNSA 2.0).

5. OPERATIONAL PERFORMANCE CONSIDERATIONS

HANDSHAKE LATENCY THROUGHPUT IMPACT CERTIFICATE SIZE

+12-28% <3% +15-40%

TLS 1.3 hybrid mode [lllustrative GPU inference degradation post- X.509 dual-stack with PQC extensions
Estimate] session [Primary Verified] [Secondary Verified]
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Operational Mitigation Strategies

e Pre-compute post-quantum key pairs during idle inference windows to reduce handshake latency spikes.

e Implement connection pooling for MCP servers to amortize cryptographic overhead across agent requests.

e Deploy cryptographic acceleration libraries optimized for lattice-based arithmetic on CPU cores adjacent to
GPU/TPU clusters.

e Test fallback routing to classical cipher suites under load testing; document degradation thresholds for
SLAs.

e Cache verified post-quantum signatures for high-frequency agent tool invocations; refresh cache every 60
seconds.

Evidence Tier: Primary Verified — Estimate. Latency data derived from NIST test vectors and three independent cloud provider
load tests. Performance impacts vary by workload, hardware, and implementation.

6. COMPLIANCE MAPPING & CONTROL FRAMEWORK

The table below maps control areas to relevant normative frameworks. RED = SHALL (mandatory). GOLD =
SHOULD (recommended).

Control Area NIST Al RMF ISO/IEC 42001 EU Al Act Annex GDPRArt. 32 | NIST SP
] 800-
208/56C

Cryptographic Inventory & SHOULD SHALL

Mapping

Hybrid TLS/MCP Handshake SHALL SHALL SHOULD SHOULD SHOULD
Support

Automated PQC Key Rotation SHALL SHALL SHOULD SHALL SHALL
Vendor Contract Crypto Agility SHOULD SHALL SHOULD SHOULD SHOULD
Clauses

Performance Degradation SHOULD SHALL SHOULD SHALL SHOULD
Monitoring

Conformity Assessment SHALL SHOULD SHALL
Documentation

Control statements reflect normative guidance from cited frameworks. Organizations should adapt to jurisdictional
requirements and risk tolerance.

7. MITRE ATT&CK FRAMEWORK MAPPING

Tactic Technique ' PQC Relevance Mitigation
Credential Access T1552 Unsecured Classical private keys stored in HSM-backed PQC key generation;
Credentials plaintext or weak KMS automated rotation
Lateral Movement T1078 Valid Accounts Spoofed MCP agent identities via Dual-stack X.509 + workload
forged TLS certs identity federation
Impact T1486 Data Encrypted Harvested encrypted model Hybrid encryption at rest; PQC-
for Impact weights decrypted post-quantum capable signing for model integrity

Defense Evasion T1562 Impair Defenses Disabled crypto agility to bypass Mandatory crypto SDK abstraction;
performance testing CI/CD crypto validation

Evidence Tier: Secondary Verified. Mapping validated against incident corpus I-1, I-3, I-5 with cryptographic resilience overlays.

8. OPERATIONAL COST REALITY: BEYOND COMPUTATIONAL OVERHEAD
ODAS Institute | https://oda3.org
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Real-world PQC migration costs are predominantly organizational, not computational. Boards should anticipate:

Cost Category Typical Impact Mitigation Strategy

Staffing & Training 15-30% increase in security/Al engineering Phased upskilling; vendor-managed
time during migration services for initial phases

Vendor Lock-In Risk Contractual penalties for early termination; Negotiate crypto-agility clauses; prefer open
integration debt standards

Procurement Cycles 6—18 month delays for HSM/KMS upgrades  Align with existing hardware refresh

schedules

PKI Replacement Certificate authority re-issuance, chain Pilot dual-stack certificates in non-

Complexity validation updates production first

Cl/CD Refactoring Pipeline updates for crypto SDK integration, Containerize crypto abstraction layer;
testing automate validation

Certificate Lifecycle New tooling for PQC key rotation, Leverage cloud KMS automation; integrate

Automation monitoring with Al registry

Cost estimates are illustrative; actual impact varies by organization size, existing infrastructure, and risk tolerance.

9. IMPLEMENTATION CHECKLIST (30-60-90 DAY SPRINT)

Days 1-30: Inventory & Baseline
Map all classical cipher suites across training, inference, and MCP layers.
o Identify HSM and KMS upgrade requirements (FIPS 140-3 validation).
o Establish performance baselines for current TLS handshakes.
o Draft vendor cryptographic agility contract clauses.

Days 31-60: Pilot & Hybrid Deployment

o Deploy hybrid key establishment in non-production inference pipelines.

o Implement dual-stacked X.509 certificates for internal MCP servers.

o Evaluate post-quantum-capable signing approaches for model training workflows.
o Document latency degradation and adjust connection pooling parameters.

Days 61-90: Scale & Compliance Validation

o Roll out hybrid cryptography to production serving endpoints and cross-tenant agent routing.

o Integrate automated key rotation with Al registry workflows.

o  Conduct conformity assessment simulation against EU Al Act Annex Il requirements.

o Finalize board reporting package with migration completion metrics and residual risk statements.

To maintain analytical credibility and prevent threat inflation, the following has not been identified as of May 2026:

— No peer-reviewed evidence indicates lattice-based post-quantum algorithm candidates (ML-KEM, ML-DSA, SLH-
DSA) are mathematically compromised.

— No documented instances of MCP endpoints failing exclusively due to post-quantum certificate validation errors in
production.

— No regulatory audit findings have cited classical cryptography in Al systems as an immediate violation, provided

hybrid migration roadmaps are documented.

— No widespread performance degradation exceeding 40% on modern GPU/TPU clusters implementing hybrid
cryptographic handshakes.

— No vendor lock-in preventing cryptographic agility; all major cloud providers support algorithm negotiation APls.
— No known method exists to use quantum computers to improve prompt injection attacks — that risk remains
orthogonal.
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11. METHODOLOGY & EVIDENCE CLASSIFICATION

All claims in this report are assigned an evidence classification tier:

\ Definition Application in This Report
Primary Directly observed in laboratory testing, standardized by NIST FIPS standards, TLS 1.3 hybrid
Verified authoritative bodies, or validated across multiple mode performance
independent enterprise deployments
Secondary Corroborated by multiple reputable sources, vendor MCP authentication patterns, KMS
Verified documentation, or incident forensic reports with consistent architecture validation

technical findings

Reported Published by single credible source or industry working Crypto-agility abstraction patterns
group; lacks independent replication but demonstrates
consistent technical plausibility

Estimate Modeled using benchmark data, industry averages, and Financial exposure modeling, latency
expert consensus; explicitly caveated with confidence impact ranges
levels

lllustrative Hypothetical scenarios constructed from verified Target architecture diagrams, migration
components to demonstrate architectural patterns; not phase examples

predictive of real-world outcomes

Financial figures apply the standard impact estimation formula, capped at the 25th percentile of historical
analogues. Confidence levels are explicitly stated. Single-vendor data is excluded unless independently
corroborated.
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APPENDIX A — STAND & REFERENCE SOURCES

Source | Relevance Citation

NIST FIPS 203
NIST FIPS 204
NIST FIPS 205
NIST SP 800-208

NIST SP 800-56C Rev.
2

NSA CNSA 2.0

ETSI TR 104 016
EU Al Act Article 13

GDPR Article 32

MCP Security Best
Practices

Cloudflare PQC
Benchmarks

AWS KMS PQC
Support

ML-KEM key encapsulation standard (finalized Aug 2024)
ML-DSA digital signature standard (finalized Aug 2024)
SLH-DSA stateless hash-based signature standard
Stateful hash-based signature schemes (XMSS, LMS)

Key-derivation methods in key-establishment schemes

Commercial National Security Algorithm Suite migration
guidance

Enterprise migration to quantum-safe cryptography

Transparency obligations for high-risk Al systems (effective
Aug 2026)

Security of processing: appropriate technical measures

Authorization, token handling, SSRF mitigation for MCP

Hybrid TLS performance data for ML-KEM/ML-DSA

Post-quantum key management announcements

[NIST CSRC, 2024]
[NIST FIPS 204 PDF]
[NIST FIPS 205]
[NIST SP 800-208]
[NIST SP 800-56C]

[NSA CNSA 2.0 FAQ]

[ETSI TR 104 016]

[artificialintelligenceact.eu]

[gdpr-info.eu]

[modelcontextprotocol.io]

[Cloudflare Blog]

[AWS Security Blog]

All references accessed May 2026. Standards subject to revision; organizations should monitor NIST, ETSI, and regulatory

bodies for updates.

Doc v1.0 | May 12, 2026 | CONFIDENTIAL — DRAFT FOR PUBLISHING
This technical report is the companion document to the Executive Strategic Brief.

Both documents share identical data sources, evidence classification methodology, and visual identity.
Cross-reference the Executive Brief for financial exposure modeling and capital allocation frameworks.
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