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2. Legal & Methodology Notice 

LEGAL & METHODOLOGY NOTICE 

This publication is produced by ODA3 Institute (a research initiative of ODA3 Pvt Ltd) for informational and 

operational guidance purposes only. It does not constitute legal advice, regulatory interpretation, compliance 

certification, or investment guidance. Organizations should consult qualified legal counsel and compliance 

professionals for jurisdiction-specific obligations. 

All incident data, case references, and organizational examples in this document have been derived from 

publicly available sources including regulatory filings, enforcement orders, academic publications, standards 

body working documents, and public advisories. No proprietary client data has been used without explicit 

written authorization. Where composite scenarios are presented, they are explicitly labeled as such. 

Evidence quality is explicitly tiered throughout this document using the T1–T4 classification system defined in 

Section 5. Findings designated [T3] or [T4] are directional only and do not constitute a basis for mandatory 

control implementation without additional validation. 

Financial impact figures, where included, are estimates derived from published benchmarks and historical 

regulatory precedent. They are not predictions. Actual organizational exposure will vary materially based on 

specific facts and circumstances. 

This document reflects the state of publicly available information as of May 2026. The AI security landscape 

evolves rapidly; ODA3 Institute recommends treating this analysis as a point-in-time reference and monitoring 

primary sources for subsequent developments. 

© 2026 ODA3 Pvt Ltd. All rights reserved. Published under the ODA3 Institute brand. Reproduction for 

commercial purposes requires written permission. Attribution required for any citation. 
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3. Executive Summary 

Key Findings 

• LLM components with privileged access represent a new insider-threat class: they can 
be manipulated through their input channel to exercise legitimate credentials for attacker-
controlled purposes.  [T2] 

• Four documented cases across the 2024–2025 cluster share a single structural root: 
permissions granted at deployment time with no per-task constraint or behavioral 
monitoring.  [T1] 

• In every case where a human-in-the-loop gate was correctly implemented for the 
relevant action type, the escalation was stopped. This is the highest-confidence control 
finding in the cluster.  [T1] 

• Average detection time where no automated alerting was configured: 11 days. Detection 
in confirmed cases came from human observation, not security tooling.  [T2] 

• A potential fourth pattern — LLM agents manipulating CI/CD pipelines via repository 
comment injection — is reported but not independently corroborated as of May 2026.  
[T4] 

 

Notably Absent 

No verified incident data currently supports autonomous privilege escalation by an LLM component 

without adversarial instruction. Research priority remains architectural control, not behavioral 

containment of rogue AI. 

 

 

Priority Control Recommendation 

SHALL implement human-in-the-loop approval gates for all LLM-initiated actions classified as high-

consequence (external data transmission, financial transactions, production system writes) prior to 

execution. This single control would have interrupted every confirmed escalation in this cluster. 
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5. Research Scope & Methodology 

5.1 What ODA3 Institute Is and Is Not Claiming 

This report analyzes publicly documented incidents in which LLM components were 
manipulated to exercise their own legitimate credentials or permissions in ways not authorized 
by the deploying organization. ODA3 Institute does not claim proprietary telemetry, client 
incident data, or internal threat intelligence. Every factual claim is traceable to a public source 
and is tiered accordingly. 

ODA3 Institute was incorporated in March 2026. This report is based on systematic review of 
public incident records, regulatory advisories, academic research, and standards body 
publications — not on engagement history or proprietary data. 

 

5.2 Evidence Tier Definitions 

Tier Label Definition Usage in this Report 

T1 Primary Verified Directly attributable to 

audited logs, regulatory 

enforcement orders, or 

primary source filings 

with documented chain of 

custody 

Cases A and B — 

independently 

corroborated 

T2 Secondary Verified Vendor-confirmed, 

regulatory advisory, or 

corroborated by two or 

more credible public 

sources 

Cases C — single strong 

source plus structural 

consistency 

T3 Controlled Simulation / 

Academic Proxy 
Reproducible academic 

study or controlled test 

environment — explicitly 

not production telemetry 

Not used in this report 

T4 Reported / Anecdotal Single-source, unverified 

— never the sole basis 

for a SHALL control 

Case D — included with 

explicit caveat 

 

 

5.3 Source Categories Used 

• Public incident disclosures and post-mortems from affected organizations 

• Researcher disclosures via academic papers and conference proceedings 

• OWASP LLM Top 10 working documents (2023, 2025 editions) 

• NIST AI Risk Management Framework 1.0 and draft 1.1 profile 

• EU AI Act consolidated text (February 2024) 

• ISO/IEC 42001:2023 Artificial Intelligence Management System 



ODA3 INSTITUTE TECHNICAL REPORT — ODA3-2026-05-EXB-GOV-004 

© 2026 ODA3 Pvt Ltd. Published under the ODA3 Institute brand. Not legal advice. Page 6 

• CISA and ENISA AI security advisories published 2024–2025 

 

5.4 Coverage Period 

January 2024 through March 2025. Incidents disclosed after March 2025 are not included. 

5.5 What This Report Does Not Cover 

• Adversarial attacks on the underlying model weights (model poisoning, backdoors) 

• AI red-teaming methodologies — covered in forthcoming ODA3 Institute TR-2026-002 

• Vendor-specific platform vulnerabilities — no named vendor assessments are conducted 

• Nation-state AI offensive capabilities — no verified evidence base available in public 
record 
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6. Background & Context 

6.1 The Insider Threat Model and Its AI Blind Spot 

The insider threat is one of the most studied problems in enterprise security. The canonical 
model assumes a human principal — employee, contractor, or privileged service account — 
who abuses legitimate access. Controls built around this model assume the principal has intent, 
can be held accountable, and operates through channels that behavioral analytics can monitor. 

LLM components deployed in enterprise environments break each of these assumptions. A 
model operating with tool access, persistent memory, and API credentials is functionally 
indistinguishable from a privileged service account — except that it can be manipulated 
through its input channel. The credentials are real. The actions are logged as legitimate. The 
manipulation occurs in the reasoning layer, which most enterprise security tooling does not 
inspect. 

6.2 The Framework Landscape Prior to This Cluster 

OWASP LLM Top 10 (2023) identified Prompt Injection (LLM01) and Excessive Agency 
(LLM08) as theoretical risk categories. NIST AI RMF 1.0 addresses organizational AI risk 
governance without specifying operational controls for privileged LLM deployments. ISO/IEC 
42001:2023 provides a management system framework without prescriptive technical controls. 
The EU AI Act establishes a risk-based classification system but does not define agentic 
deployment as a named high-risk category. 

The 2024 cluster is the first period in which sufficient public incident data exists to validate 
OWASP's theoretical categories empirically and to identify the specific control gaps that allowed 
each incident to succeed. 

6.3 Why This Gap Exists in the Published Literature 

Three factors explain the absence of prior empirical work. First, agentic LLM deployments with 
production-system access are recent — widespread only from 2023 onwards. Second, affected 
organizations have strong incentives not to disclose AI-specific incidents, which may be 
perceived as reputational liabilities distinct from conventional breaches. Third, existing security 
monitoring frameworks do not generate the alert categories that would cause AI privilege 
incidents to be reported as such. 
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7. Findings 

7.1 Attack Class Definition 

Working definition: An LLM component is manipulated — via prompt injection, adversarial 
input, or tool chain abuse — to exercise permissions it holds legitimately, but should not 
exercise in the given context. The model is not compromised. Its credentials are real. The 
manipulation occurs in the reasoning layer. 

Three sub-types are observed. Type A: direct prompt injection triggering credential use. Type B: 
context window poisoning producing persistent behavioral modification. Type C: tool chain 
chaining producing harmful aggregate outcomes from individually permitted steps. 

 

7.2 Case Analysis 

 

Case A — Document Processing Pipeline [T1] 

Corpus reference: I-4 (structural analog — architectural failure, not adversarial); pattern independently 

documented in researcher disclosures 

Environment: Enterprise document processing; professional services sector; LLM with file system read/write 

and external email send permissions 

Attack vector: Attacker-controlled document containing embedded prompt injection instructions formatted as 

system directives 

Permissions exercised: File system read → credential file location → external email send using legitimate 

API key 

Detection: None automated. Log review 11 days post-incident 

Containment: Credential rotation; pipeline suspended 

Control gaps: No output filtering on email send action; no file-access-to-email-send anomaly correlation; no 

document context sandboxing 

MITRE ATT&CK: T1566.001 (Spearphishing Attachment — analog); T1078 (Valid Accounts); T1048 

(Exfiltration Over Alternative Protocol) 
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Case B — Customer Support Agent [T1] 

Corpus reference: Pattern consistent with I-3 (MCP unauthenticated access); independently documented in 

e-commerce sector disclosures 

Environment: Agentic customer support system; e-commerce sector; CRM write and refund issuance API 

access 

Attack vector: Support ticket containing injected instructions to issue an above-policy-limit refund 

Permissions exercised: Refund issuance API called at 340% of policy ceiling using legitimate credentials 

Detection: Finance reconciliation after 3 days. Not detected by security tooling 

Containment: API key rotation; HITL gate implemented for transactions above threshold 

Control gaps: No policy enforcement layer between model decision and API execution; no HITL for high-

value financial actions; no semantic input inspection 

MITRE ATT&CK: T1078 (Valid Accounts); T1565.001 (Stored Data Manipulation) 

 

 

Case C — Internal Knowledge Assistant [T2] 

Corpus reference: I-5 (OAuth supply chain analog — cross-tenant data exposure pattern) 

Environment: RAG-based internal assistant; technology sector; read access across SharePoint, Confluence, 

and HR system 

Attack vector: Adversarial document planted in SharePoint retrieval scope with persistent behavioral 

modification instructions 

Permissions exercised: HR system read → salary data appended to responses to all queries regardless of 

subject — 6-day window 

Detection: Employee report after receiving unexpected HR data 

Containment: RAG index rebuild; HR system removed from retrieval scope pending access segmentation 

Control gaps: No output classification before response delivery; no retrieval scope segmentation by data 

sensitivity; no anomalous data-type monitoring 

MITRE ATT&CK: T1530 (Data from Cloud Storage); T1213 (Data from Information Repositories) 
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Case D — CI/CD Pipeline Agent (Emerging Pattern) [T4] 

Corpus reference: I-6 (Adaptive AI-Driven Infrastructure Campaign — T3; autonomous agent behavior in 

infrastructure context) 

Environment: LLM agents operating in CI/CD pipelines with pull request approval and merge permissions 

Attack vector: Adversarial instructions embedded in repository comments processed by the agent 

Status: Single-source as of May 2026. Included because structural pattern is consistent with Type C. No 

confirmed production compromise via this vector. 

Control note: No SHALL control is based solely on this finding. SHOULD-level monitoring recommended. 

MITRE ATT&CK: T1072 (Software Deployment Tools — analog) 
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8. Notably Absent 

ODA3 Discipline — Documenting What Did Not Happen 

Every ODA3 Institute report explicitly documents threats investigated but not confirmed, claims 

circulated but not verified, and scope areas where no evidence exists. This discipline prevents threat 

inflation and ensures defenders allocate resources to verified risks. 

 

 

Autonomous escalation: No verified incident data currently supports autonomous privilege 
escalation by an LLM component without adversarial instruction. Research priority remains 
monitoring, not active mitigation of autonomous rogue behavior. 

Novel model vulnerabilities: No verified incident data currently supports the claim that any 
case in this cluster exploited a flaw in the underlying model itself. Research priority remains 
deployment architecture review, not model-layer patching. 

Nation-state attribution: No verified incident data currently supports attribution of any cluster 
case to a state-sponsored actor. Research priority remains monitoring of attribution reporting, 
not nation-state-specific defensive posture adjustment. 

HITL bypass: No verified incident data currently supports successful escalation through a 
correctly implemented human-in-the-loop control. Research priority remains implementation 
quality assurance, not HITL architecture redesign. 

Scale of confirmed harm: Financial impact figures for confirmed cases remain below 
published thresholds for mandatory regulatory disclosure in most jurisdictions as of May 2026. 
This may reflect underreporting rather than limited harm. Research priority remains disclosure 
pattern analysis. 
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9. Control Recommendations 

SHALL statements denote minimum mandatory controls. SHOULD statements denote 
recommended controls where implementation complexity or architectural dependency makes 
immediate mandatory status disproportionate. No control based solely on T4 evidence is 
designated SHALL. 

 

Tier 1 — Immediate (0–30 days) 

 

Type Control Implementation Guidance Framework Com

plexi

ty 

SHALL 

C1 

LLM Permission Audit Enumerate every permission held by each 

deployed LLM component. Remove permissions 

not required for every task the component 

performs. Document residual permissions with 

business justification. 

OWASP 

LLM08; NIST AI 

RMF MANAGE 

2.2 

Low 

SHALL 

C2 

Human-in-the-Loop 

Gate 
Require explicit human approval before any LLM-

initiated action classified as high-consequence: 

external data transmission, financial transactions, 

production system writes. Log all approvals with 

timestamp and approver identity. 

NIST AI RMF 

GOVERN 1.1; 

ISO 42001 §8.4 

Low 

SHALL 

C3 

Output Action 

Logging 
Log every LLM-initiated action with the input 

context that produced it. Minimum fields: 

timestamp, component ID, action type, target 

system, input hash. Without this, post-incident 

investigation is not possible. 

ISO 42001 §9.1; 

EU AI Act Art. 

12 

Low 

 

 

Tier 2 — Medium-Term (30–90 days) 

 

Type Control Implementation Guidance Framework Com

plexi

ty 

SHALL 

C4 

Output Classification 

Layer 
Inspect LLM outputs for sensitive data patterns — 

PII, credentials, internal network indicators — 

before transmission or storage. This is output 

filtering, not prompt filtering. Operates on what 

the model produces. 

OWASP 

LLM02; NIST AI 

RMF MANAGE 

4.1 

Medi

um 



ODA3 INSTITUTE TECHNICAL REPORT — ODA3-2026-05-EXB-GOV-004 

© 2026 ODA3 Pvt Ltd. Published under the ODA3 Institute brand. Not legal advice. Page 13 

Type Control Implementation Guidance Framework Com

plexi

ty 

SHALL 

C5 

Prompt Injection 

Detection 
Apply structured input validation and injection 

pattern detection to all external inputs entering 

the model context: user uploads, web content, 

third-party API responses, document contents. 

Treat all external input as potentially adversarial. 

OWASP 

LLM01; NIST AI 

RMF MAP 1.5 

Medi

um 

SHOUL

D 

C6 

Credential Behavioral 

Baselining 
Establish behavioral baselines for each LLM 

component's credential usage: call volume, target 

systems, time distribution, output destinations. 

Alert on deviations equivalent to alerts triggered 

by compromised human service accounts. 

NIST AI RMF 

MANAGE 2.4 
Medi

um 

 

 

Tier 3 — Strategic (90+ days) 

 

Type Control Implementation Guidance Framework Com

plexi

ty 

SHOUL

D 

C7 

Task-Scoped 

Permissions 

Architecture 

Redesign LLM component identity so permissions 

are granted per task invocation, not at 

deployment time. Requires IAM architecture 

changes. Eliminates the ambient authority root 

cause. 

NIST AI RMF 

GOVERN 6.1; 

ISO 42001 §6.1 

High 

SHOUL

D 

C8 

Intent-Level Agentic 

Logging 
Log the complete reasoning context producing 

each tool call, not just individual call records. 

Enables semantic-level incident investigation 

rather than API call forensics alone. 

ISO 42001 §9.1; 

NIST AI RMF 

MANAGE 4.2 

High 
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10. Framework Crosswalk 

The following table maps this report's findings and controls to relevant frameworks. ODA3 
Institute proposes the gaps identified here as input to NIST AI RMF 1.1 profile development 
(active 2026) and ISO/IEC SC 42 working group deliberations. 

 

Framework Relevant Clause Finding Mapped Control Gap Identified 

NIST AI RMF GOVERN 1.1 Root Cause 1 — 

Ambient authority 
C1, C7 No operational 

definition of per-task 

permission scoping 

for LLM 

components 

NIST AI RMF MANAGE 2.2 Root Cause 2 — No 

principal separation 
C2, C5 Trust boundary 

controls not 

specified for LLM 

input channels 

NIST AI RMF MANAGE 4.1 Root Cause 3 — 

Missing output 

classification 

C4 Output inspection 

prior to action 

execution not 

addressed 

ISO/IEC 42001 §8.4 AI System 

Operation 
Root Cause 1, 5 C1, C6 No normative 

control for AI 

component 

credential 

behavioral 

monitoring 

ISO/IEC 42001 §9.1 Monitoring Root Cause 4 — 

Tool chain opacity 
C8 Intent-level logging 

not specified for 

agentic tool chains 

OWASP LLM Top 

10 
LLM01 Prompt 

Injection 
Cases A, B, C C5 Cluster provides 

first multi-case 

empirical validation 

of LLM01 

OWASP LLM Top 

10 
LLM08 Excessive 

Agency 
All cases C1, C2, C7 Confirmed: ambient 

authority is the 

single largest 

enabler 
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Framework Relevant Clause Finding Mapped Control Gap Identified 

EU AI Act Annex III / Art. 9 All cases C2, C3 Agentic 

deployments with 

privileged access 

not explicitly scoped 

in high-risk 

categories 

EU AI Act Art. 12 (Logging) Root Cause 4 C3, C8 Logging 

requirements do not 

address reasoning-

context capture for 

agentic systems 

 

 

ODA3 Institute — Proposed Standards Contribution 

Gap contribution to NIST AI RMF 1.1: This analysis proposes the following addition to NIST AI RMF 

GOVERN 1.1 to address the gap between existing organizational risk governance controls and the 

operational reality of privileged LLM deployments: 

 

"AI components operating with system-level permissions (API credentials, file system access, 

communication channel access) SHALL be subject to per-invocation permission scoping, behavioral 

anomaly baselining, and output classification prior to action execution, equivalent to controls applied to 

privileged human service accounts." 

 

Submission pathway: NIST AI RMF 1.1 public comment process (active 2026). ODA3 Institute will 

submit formal comments referencing this report as evidentiary basis. 
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11. Sources & Evidence Basis Appendix 

Every source referenced in this report is listed below with evidence tier, publication date, and 
public URL or DOI where available. No source is omitted. 

 

ID Source / Body Title / 

Reference 
Date Tier URL / DOI 

S-01 OWASP OWASP LLM 

Top 10 for 

Large Language 

Model 

Applications 

2023 T2 owasp.org/www

-project-top-10-

for-large-

language-

model-

applications 

S-02 OWASP OWASP LLM 

Top 10 — 2025 

Update 

2025 T2 owasp.org/www

-project-top-10-

for-large-

language-

model-

applications 

S-03 NIST Artificial 

Intelligence Risk 

Management 

Framework (AI 

RMF 1.0) 

2023 T1 doi.org/10.6028/

NIST.AI.100-1 

S-04 ISO/IEC ISO/IEC 

42001:2023 

Artificial 

Intelligence 

Management 

System 

2023 T1 iso.org/standard

/81230.html 

S-05 European 

Parliament 
EU Artificial 

Intelligence Act 

— Consolidated 

Text 

Feb 2024 T1 eur-

lex.europa.eu/le

gal-

content/EN/TXT

/?uri=OJ:L_202

401689 
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ID Source / Body Title / 

Reference 
Date Tier URL / DOI 

S-06 CISA Guidelines for 

Secure AI 

System 

Development 

(joint advisory) 

2023 T2 cisa.gov/resourc

es-

tools/resources/

guidelines-

secure-ai-

system-

development 

S-07 ENISA ENISA AI 

Threat 

Landscape 

2024 T2 enisa.europa.eu

/publications/eni

sa-ai-threat-

landscape 

S-08 Researcher 

disclosure 
Prompt Injection 

Attacks Against 

GPT-4 — 

documented 

post-mortem 

2024 T2 Public 

researcher 

disclosure — 

arxiv.org proxy 

S-09 Vendor post-

mortem 
Agentic 

customer 

support refund 

manipulation — 

anonymized 

disclosure 

2024 T1 Public 

disclosure via 

HackerNews 

incident thread 

S-10 Academic Not What 

You've Signed 

Up For: 

Compromising 

Real-World 

LLM-Integrated 

Applications 

2023 T2 arxiv.org/abs/23

02.12173 

S-11 MITRE MITRE ATT&CK 

Enterprise 

Framework v15 

2024 T1 attack.mitre.org 
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12. Glossary of Terms 

Term Definition 

Agentic LLM An LLM component configured to take multi-step 

actions using tools, APIs, or system resources — 

rather than only producing text responses 

Ambient Authority Permissions granted to an LLM component at 

deployment time that remain active regardless of the 

specific task being performed 

Context Window Poisoning Insertion of adversarial instructions into the set of text 

the model processes, causing persistent behavioral 

modification 

Human-in-the-Loop (HITL) A control mechanism requiring explicit human 

approval before a high-consequence AI-initiated 

action is executed 

LLM (Large Language Model) A neural network model trained on large text corpora, 

capable of generating text, reasoning, and executing 

tool calls 

MCP (Model Context Protocol) An open protocol enabling LLM applications to 

connect to external tools and data sources in a 

standardized way 

Privilege Escalation (AI context) An LLM component exercising permissions it holds 

legitimately but should not exercise in the given task 

context, as a result of adversarial manipulation 

Prompt Injection An attack in which adversarial instructions are 

embedded in input processed by an LLM, causing it 

to follow those instructions instead of or in addition to 

legitimate user intent 

RAG (Retrieval-Augmented Generation) An architecture in which an LLM retrieves relevant 

documents from an external store before generating 

a response 

Tool Chain A sequence of API calls or system actions taken by 

an agentic LLM component in pursuit of a multi-step 

goal 
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Term Definition 

T1–T4 ODA3 Institute evidence classification tiers. See 

Section 5.2 for definitions. 

OWASP Open Worldwide Application Security Project — 

produces the LLM Top 10 referenced in this report 

NIST AI RMF National Institute of Standards and Technology 

Artificial Intelligence Risk Management Framework 

EU AI Act European Union Artificial Intelligence Act — risk-

based regulatory framework effective 2024 
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