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AI SYSTEM INVENTORY & AUTOMATED RISK CLASSIFICATION 

Closing the Compliance Gap 

EXECUTIVE BRIEF 

 

Document Version 1.0 | May 2026 | Evidence-Led Research Output 

Target Audience: CEOs, CFOs, Board Members, General Counsel, Risk Committees 

Format: Executive Brief | Companion to Technical & Compliance Report 

 

Enterprises cannot govern what they cannot inventory. Board members face growing financial exposure 

from undocumented AI assets and regulatory attestation requirements under the EU AI Act, ISO/IEC 

42001, and emerging state-level mandates. This brief—produced as part of our paired research 

methodology—outlines why automated discovery and risk classification now serve as the control plane 

for AI governance. 

 

EXECUTIVE SUMMARY 

Across a representative cohort of 12 enterprise environments analyzed in Q4 2025–Q1 2026, the 

median organization maintained a formal inventory that captured only ~55% of actual production AI 

systems. Undocumented assets—including API-provisioned models, business-user agents, and 

embedded AI features—accounted for 31–68% of total AI footprint depending on sector [Secondary 

Verified]. 

This brief quantifies the financial exposure of incomplete AI visibility, outlines board-level reporting 

expectations, and maps automated classification workflows to EU AI Act obligations (Articles 9–17), 

ISO/IEC 42001 operational planning requirements, and Colorado AI Act impact assessment mandates. 

A companion Technical & Compliance Report provides the forensic architecture, control matrices, and 

implementation workflows required to operationalize these findings. 

 

Evidence Tier Key: Primary Verified (internal testing + controlled lab) | Secondary Verified (multi-client pilot, n=12) | Reported 

(audit data, vendor telemetry) | Estimate (modeled projections, 25th percentile cap) 

Key Governance Insights 

• Manual inventory methods commonly miss 42–55% of production AI systems where endpoint or 

network telemetry is fragmented [Secondary Verified] 

• Automated discovery, under standard enterprise visibility conditions, achieves mean recall rates of 

94% (±3.8%) within 72 hours [Secondary Verified] 

• High-risk AI deployments require obligations derived from EU AI Act Articles 9–17, operationalized 

here into 17 practical control families; early audits frequently show 4–6 fully implemented [Reported] 

• Incomplete asset registers remain a commonly observed barrier to ISO/IEC 42001 Stage 1 

conformance [Reported] 
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BOARD RISK DASHBOARD 

One-page visual compression for board materials. The following metrics should be presented as KPI tiles with 

color-coded status indicators. 

Metric Current State Target 
Inventory Completeness 52% (median) ≥90% within 30 days 
High-Risk (Tier 2) Systems 18% (unclassified) 100% identified & mapped 
Control Coverage Gap 32% missing SHALL controls ≤15% missing (Green status) 
Inventory Confidence Score 61/100 ≥85/100 
Next Regulatory Deadline Aug 2, 2026 / Dec 2, 2027* Compliance workflow active 
 

*Regulatory Deadline Note: The EU AI Act's original Annex III high-risk deadline of August 2, 2026 is currently subject to the 

proposed Digital Omnibus Package (May 2026), which would defer obligations to December 2, 2027 contingent on formal 

adoption. Organizations must prepare for both timelines. The Colorado AI Act effective date is June 30, 2026, with initial 

impact assessments due September 28, 2026. 

AI Inventory Maturity Model 

• Level 1: Ad-hoc — Spreadsheet-based tracking, no automation 

• Level 2: Discovered — Initial CASB/endpoint telemetry integration 

• Level 3: Automated — Continuous discovery with 90%+ recall 

• Level 4: Classified — Risk-tier mapping with control gap assessment 

• Level 5: Governed — Real-time inventory confidence scoring, board attestation 

 

1. FINANCIAL EXPOSURE: SCENARIO ANALYSIS 

Uninventoried AI systems frequently bypass procurement security reviews, data loss prevention 

controls, and regulatory impact assessments. When these systems process sensitive data or operate in 

decision pathways, enterprises face layered exposure quantified through our evidence-calibrated 

impact formula. 

Impact Formula (per Company Evidence Protocol): (Records × Benchmark) + Response + Downtime + 

(Probability × Penalty), capped at 25th percentile of historical settlements for first-time, non-malicious violations. 

Scenario Analysis 

Scenario Exposure Range Primary Driver 
Minor inventory gap (Low/Minimal 
risk omitted) 

$150K–$450K Remediation labor, audit findings, 
control backfill 

High-risk system unregistered 
(EU/CO Act triggers) 

$2.1M–$8.4M Regulatory inquiry, impact 
assessment backlog, control 

mapping 
Cross-border AI processing with 
unclassified data flow 

$350K–$1.2M DLP gaps, data residency 
violations, incident response 

Systemic gap (>40% missing 
controls on Tier 2 assets) 

$5M–$12M+ Enforcement action, certification 
delay, insurance underwriting 

impact 
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Methodology Note: Financial ranges are modeled using the evidence-calibrated impact formula, capped at the 25th 

percentile of historical settlements for first-time, non-malicious violations. Confidence: Medium [Estimate]. These figures 

represent directional exposure guidance, not actuarial certainty. 

Board Visibility Requirement 

Risk committees should receive quarterly AI asset inventory reconciliation reports, including risk-tier 

distribution, control coverage gaps, regulatory classification status, and Inventory Confidence Scores. 

Continuous manual tracking is generally insufficient for audit defensibility. 

 

2. GOVERNANCE REQUIREMENTS & INVENTORY CONFIDENCE 

Boards are increasingly held accountable for AI governance failures under fiduciary duty standards. 

Reporting must transition from qualitative statements to quantified, auditable control posture metrics. 

Inventory Confidence Score (ICS) 

Instead of binary inventoried/not-inventoried, organizations should track coverage across six visibility 

layers derived from the AI Control Plane framework (Identity → Observability): 

Dimension Weight Data Source 
Endpoint telemetry 25% EDR/XDR, host agents 
API/metadata visibility 20% CASB, proxy, DNS 
Identity correlation 15% IAM, SSO, service accounts 
CI/CD pipeline instrumentation 15% Build logs, artifact repos 
Network flow analysis 15% NetFlow, TLS SNI, firewall logs 
Human attestation 10% Owner sign-off, compliance review 
 

ICS ≥ 85/100 is commonly treated by auditors as sufficient for regulatory attestation. ICS < 

70/100 typically triggers enhanced disclosure or audit findings. 

Required Board Inventory Metrics 

• Total discovered AI systems vs. approved baseline 

• Percentage classified under regulatory tiers 

• Control coverage ratio for Tier 2 deployments 

• Outstanding impact assessment completion rates 

 

3. REGULATORY ALIGNMENT & OPERATIONAL REALITIES 

Automated risk classification operationalizes foundational obligations across major frameworks. 

However, implementation encounters predictable friction: 

• Ownership disputes frequently arise when business units deploy low-code AI without IT 

procurement routing 

• Classification disagreements occur when legal teams interpret risk tiers differently than engineering 
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• Data incompleteness stems from SaaS shadow procurement, BYOD access, and decentralized 

model hosting 

• Developer bypass is common when friction in approval workflows exceeds perceived risk 

 

CRITICAL REGULATORY UPDATE — EU AI Act Digital Omnibus (May 2026): On May 7, 2026, the EU 

Council and Parliament reached a provisional political agreement to amend the AI Act as part of the Digital 

Omnibus initiative. The original August 2, 2026 deadline for Annex III high-risk systems has been deferred to 

December 2, 2027 (contingent on formal adoption by both institutions). Annex I systems (embedded in regulated 

products) are deferred to August 2, 2028. Article 50 transparency obligations remain effective August 2, 2026, 

with AI-generated content watermarking deferred to December 2, 2026. Organizations must prepare for both 

timelines: the original August 2026 framework if formal adoption is delayed, and the revised December 2027 

framework if adopted. 

COLORADO AI ACT UPDATE: SB 25B-004 delayed the effective date from February 1, 2026 to June 30, 2026. 

Initial deployer impact assessments are due September 28, 2026 (90 days after effective date). The Colorado 

General Assembly's 2026 regular session may produce further amendments; organizations should monitor 

legislative developments while preparing for the June 30, 2026 effective date. 

Governance Decision Point: Approval of automated discovery tooling is no longer an IT 

procurement decision. It is a compliance prerequisite that directly influences regulatory 

exposure, certification timelines, and insurance underwriting assumptions. 

 

"Inventory is not a static list. It is the control plane for AI governance, risk quantification, and 

regulatory attestation." 

— Governance Advisory Synthesis (Q1 2026) 

4. COMMON MISCONCEPTIONS 

The following misconceptions are documented per our 'Notably Absent' discipline—explicitly stating 

what automated inventory does NOT accomplish to prevent threat inflation and capability 

overstatement: 

Inventory ≠ Governance: Visibility enables control placement; it does not replace runtime monitoring, 

human oversight, or impact assessments. 

Classification ≠ Legal Approval: Automated tiering flags regulatory triggers. Final determinations 

require legal review and documented risk acceptance. 

Discovery ≠ Runtime Security: Finding an AI endpoint does not prevent prompt injection, data 

leakage, or model manipulation. 

Compliance ≠ Operational Safety: Meeting Annex III obligations does not guarantee model 

robustness or fairness; additional validation is required. 

Visibility ≠ Control Effectiveness: Logging an API call does not mean rate limits, data filters, or 

access controls are actively enforced. 
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5. IMPLEMENTATION ROADMAP FOR EXECUTIVES 

Phase Duration Key Deliverable 
1. Discovery & Inventory Weeks 1–4 Complete AI asset register + ICS 

baseline 
2. Classification & Gap 
Assessment 

Weeks 5–8 Risk-tier mapping + 
Red/Yellow/Green status 

3. Continuous Operation Week 9+ Weekly sweeps, CI/CD gates, 
quarterly board attestation 

 

Total Estimated Investment: $250K–$750K (initial deployment + 12 months continuous 

operation) 

Return Pathways: Regulatory penalty avoidance, ISO 42001 certification acceleration, defensible board 

attestation, reduced incident response costs. 

 

6. THE 'WHY NOW' CASE 

• EU AI Act: Original August 2, 2026 deadline for Annex III high-risk systems now subject to Digital 

Omnibus provisional agreement (May 7, 2026) deferring to December 2, 2027. Organizations must 

maintain dual-track preparation. Annex I systems deferred to August 2, 2028. Article 50 

transparency obligations remain August 2, 2026. 

• Colorado AI Act: Effective date June 30, 2026 (SB 25B-004). Initial impact assessments due 

September 28, 2026. 2026 legislative session may produce amendments; monitor closely. 

• ISO/IEC 42001: Early adopter window closing; retrospective inventory requirements increasing. 

Stage 1 audits now routinely require complete asset registers. 

• Insurance Underwriting: Cyber insurers increasingly require AI system inventories and risk 

classification evidence for policy renewal and pricing. 

 

IMMEDIATE BOARD QUESTION FOR MANAGEMENT: 

"What percentage of our AI systems have we inventoried, and what is our Inventory 

Confidence Score? If <85, what is our remediation timeline?" 

If management cannot answer with ≥90% confidence and ICS ≥ 85, the organization faces a 

material compliance gap that should be disclosed to the audit committee. 

 

  



https://www.oda3.org 

ODA3 Institute | AI Security Institute | Applied Research, Standards Development | Practitioner Training Provider  

AI SYSTEM INVENTORY & AUTOMATED RISK CLASSIFICATION 
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Enterprises cannot govern what they cannot inventory. This report provides practitioner-ready 

methodologies for automated discovery, risk classification algorithms, and control gap assessment—

mapped to EU AI Act obligations (Articles 9–17), NIST AI RMF, ISO/IEC 42001, and Colorado AI Act 

requirements. 

 

EXECUTIVE SUMMARY 

Evidence Tier Key: Primary Verified (internal testing + controlled lab) | Secondary Verified (multi-client pilot, n=12) | Reported 

(audit data, vendor telemetry) | Estimate (modeled projections, 25th percentile cap) 

The most commonly observed barrier to AI compliance is incomplete asset visibility. Across 12 

enterprise pilots (Q4 2025–Q1 2026), median organizations documented only ~55% of production AI 

systems. This report defines the discovery architecture, classification logic, control mapping workflow, 

and governance overrides required to establish AI inventory as the control plane for responsible AI 

operations. 

 

0. METHODOLOGY & ASSUMPTIONS 

Sample Characteristics 

• 12 enterprises across financial services, healthcare, manufacturing, retail, and technology 

• Size: 8K–75K employees; hybrid cloud/on-prem deployments 

• Definition of 'AI System': Any deployed model, agent, RAG pipeline, embedded ML, AI-enhanced 

SaaS, or orchestration workflow that processes data to generate predictions, recommendations, 

content, or automated decisions 

• Definition of 'Shadow AI': Systems deployed, provisioned, or operated without formal governance 

inventory inclusion or change-control tracking 

• Pilot environment: Production telemetry correlation + controlled lab validation for classifier accuracy 

• Ground truth establishment: Manual cross-reference of procurement records, developer API key 

audits, CASB shadow IT reports, and engineering ticket reconciliation 
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Why this matters: Specific recall, classification, and gap metrics are only reproducible under defined 

visibility conditions. Exclusions and assumptions are documented below. 

 

1. THREAT MODEL & VISIBILITY ASSUMPTIONS 

This methodology assumes at least one of the following visibility layers is in place (aligned with the AI 

Control Plane framework: Identity → Observability): 

• Endpoint telemetry (EDR/XDR, host agents) 

• Network metadata (NetFlow, proxy, DNS, TLS SNI) 

• CASB/SaaS inspection 

• Identity-layer logging (IAM, SSO, service accounts) 

• CI/CD instrumentation (pipeline logs, artifact registries) 

 

Environments Where Discovery Degrades 

• Fully encrypted traffic with certificate pinning/domain fronting 

• Local/on-device inference with no network egress 

• Browser-native AI execution (client-side only) 

• Unmanaged BYOD accessing public AI endpoints 

• Federated MCP routing through third-party middleware 

 

2. KNOWN FAILURE MODES 

• False positives from analytics, BI, or observability tools mimicking AI traffic patterns 

• Shared API gateways masking actual system ownership or model versioning 

• Low-code/no-code platforms hosting shadow agents without developer tickets 

• Prompt-routing middleware obscuring downstream LLM endpoints 

• Agent chaining creating hidden dependencies and emergent risk profiles 

• Local model deployments requiring on-device telemetry; network-only discovery will miss these 

 

3. AUTOMATED DISCOVERY METHODOLOGY 

Discovery Data Flow: Telemetry Sources → Normalization Engine → Confidence Classifier → 

Inventory DB → Governance Dashboard 

 

3.1 Three-Layer Architecture 
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Network Telemetry Analysis: Passive detection of AI-associated traffic patterns via TLS SNI, DNS 

queries, and HTTP headers 

API Endpoint Introspection: Active probing with safety constraints (rate limits, signed authorization, 

no production data exposure) 

Agentic Behavioral Tracing: eBPF + SDK instrumentation for dynamic workflow reconstruction and 

agent chain mapping 

 

Performance (Secondary Verified, n=12): 

Mean recall: 94% (±3.8%) within 72 hours under standard enterprise visibility conditions. 

False positive rate: 1.8% (auto-promoted); 7.2% (candidate list). 

Exclusions: Fully isolated local inference, client-side browser AI, uninstrumented SaaS. 

3.2 AI System Taxonomy 

Category Examples 
Foundation Model Access OpenAI, Anthropic, open-weight local models 
AI-Enhanced SaaS CRM copilots, HR screening platforms 
Embedded ML OCR, recommendation engines, anomaly detection 
Agentic Workflows LangChain, AutoGen, Semantic Kernel agents 
RAG Pipelines Vector DB + retrieval + generation chains 
Autonomous Orchestration CI/CD AI gates, self-healing infrastructure agents 
Decision-Support Systems Underwriting, triage, routing logic with LLM 

augmentation 
 

4. AUTOMATED RISK CLASSIFICATION 

Classification Pipeline: Signals (Data Sensitivity, Autonomy, Upset Potential, Regulatory Keywords) → 

Rule-First Filter → Weighted Scoring (Tier 0/1) → Tier Assignment → Human Review Queue 

 

4.1 Regulatory Trigger Engine 

Classification is rule-first, score-second. If system metadata matches EU AI Act Annex III applicability 

criteria or Colorado AI Act high-impact definitions, classification defaults to Tier 2 regardless of 

weighted score. 

Tier Classification EU AI Act Mapping 
Tier 3 (Unacceptable) Social scoring, real-time biometric 

ID, subconscious manipulation 
Article 5 (Prohibited Practices) 

Tier 2 (High-Risk) Critical infrastructure, employment, 
education, essential services, law 
enforcement, migration, justice 

Annex III + Articles 9–15, 16–27 

Tier 1 (Limited) Chatbots, emotion recognition, 
deepfake generation 

Article 50 (Transparency) 

Tier 0 (Minimal) Spam filters, AI-enabled games, 
internal inventory optimization 

No specific obligations 
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EU AI Act High-Risk Obligations Mapping: Section 2 (Articles 9–15) establishes the substantive requirements 

for high-risk AI systems: Risk Management (Art. 9), Data Governance (Art. 10), Technical Documentation (Art. 

11), Record-Keeping (Art. 12), Transparency (Art. 13), Human Oversight (Art. 14), and 

Accuracy/Robustness/Cybersecurity (Art. 15). Section 3 (Articles 16–27) establishes obligations for providers, 

deployers, and other parties in the value chain. Article 16 requires providers to ensure compliance with Section 2 

requirements. Our 17 control families map across both sections. 

4.2 Algorithmic Scoring (Tier 0/1 Sub-Tiering) 

Score = (Data_Sensitivity × 2.5) + (Autonomy_Level × 2.0) + (Upset_Potential × 1.5) + 

(Reg_Category_Flag × 3.0) 

Ranges: 0–15 → Tier 0 | 16–35 → Tier 1 | 36–60 → Tier 2 | 61+ → Tier 3 (legal escalation) 

Validation (Secondary Verified, n=215): 89% alignment with manual legal review. Remaining 11% 

required contextual override for ambiguous use-cases. 

 

5. OWNERSHIP & HUMAN OVERRIDE GOVERNANCE 

AI System Ownership Model (RACI Alignment) 

Role Responsibility 
System Owner Business leader accountable for AI purpose and 

output 
Data Owner Custodian of training/inference data governance 
Risk Owner Security/compliance lead for control implementation 
Compliance Owner Legal/regulatory mapping and impact assessment 

sign-off 
Operational Maintainer Engineering/IT responsible for telemetry, patching, 

CI/CD gates 
 

Human Override Workflow 

• All Tier 2/3 classifications route to compliance/legal review within 48h 

• Overrides require documented reason code, risk acceptance sign-off, and quarterly revalidation 

• Classifier decision logs are immutable and auditable per ISO/IEC 42001 requirements 

• Disputes escalate to AI Risk Committee; unresolved items trigger temporary deployment 

suspension 

 

6. CONTROL GAP ASSESSMENT 

Governance Workflow: Discovery → Classification → Annex III Mapping → Control Matrix → Gap 

Assessment → Remediation → Attestation 

 

EU AI Act Obligations → 17 Operational Control Families 
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• Risk Management (Art. 9) 

• Data Governance (Art. 10) 

• Technical Documentation (Art. 11) 

• Record-Keeping (Art. 12) 

• Transparency (Art. 13) 

• Human Oversight (Art. 14) 

• Accuracy/Robustness (Art. 15) 

• Cybersecurity (Art. 15) 

• Post-Market Monitoring (Art. 72) 

• Incident Reporting (Art. 73) 

• Quality Management (Art. 17) 

• Conformity Assessment (Art. 43) 

• CE Marking (Art. 48) 

• Registration (Art. 49) 

• User Instructions (Art. 13) 

• Training/Competency (Art. 4) 

• Audit Readiness (Arts. 16, 18, 19) 

 

Gap Scoring (Secondary Verified, n=12) 

Status Missing Controls Organizations (n=12) 
Green (≤15% missing) 2 orgs Audit-ready posture 
Yellow (16–40% missing) 7 orgs Remediation required before 

attestation 
Red (>40% missing) 3 orgs Material compliance deficiencies 

likely if assessed 
 

Automated Coverage: 64% of control evidence can be assessed via existing telemetry. Remaining 36% 

require policy review, design documentation, or manual validation. 

 

7. COMPETITIVE POSITIONING & FUTURE-STATE RISKS 

Why Traditional Tools Fall Short 

CMDB/ITAM: Tracks licensed software, not ephemeral agents, API calls, or low-code workflows 

CSPM/CNAPP: Focuses on infrastructure misconfigurations, misses business-user AI provisioning 

DLP/SIEM: Detects data movement or alerts on known signatures, cannot reconstruct agentic decision 

chains 

SaaS Discovery: Identifies vendor access, not model usage, prompt routing, or embedded AI features 
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Future-State Risks to Monitor 

• Agent-to-agent orchestration creating unregistered decision pathways 

• Autonomous procurement of model capacity via corporate cards or API keys 

• Decentralized/local models bypassing centralized telemetry 

• Browser-native AI execution escaping network inspection 

• Ephemeral inference infrastructure with dynamic scaling 

• AI-generated API creation and self-modifying orchestration layers 

 

8. MINI INCIDENT VIGNETTES (ANONYMIZED) 

Near-Miss (Healthcare): Low-code AI triage agent deployed by nursing staff routed patient queries to 

public LLM without DLP controls. Discovered via CASB API log anomalies during routine telemetry 

sweep. Reclassified as Tier 2; DLP and data residency controls added before regulator inquiry. 

Audit Finding (Financial Services): Manual spreadsheet inventory omitted three credit-scoring RAG 

pipelines. Stage 1 ISO audit flagged incomplete asset register. Automated discovery deployed, ICS 

improved from 58 → 87 in 21 days. 

Control Gap (Manufacturing): Autonomous supply-chain agent expanded API permissions via OAuth 

pivot. Discovered through eBPF trace correlation. Triggered Tier 2 reclassification and IAM scope 

reduction. 

 

9. NOTABLY ABSENT & COMMON MISCONCEPTIONS 

The following limitations are explicitly documented per our 'Notably Absent' discipline to prevent 

capability overstatement and threat inflation: 

• Automated inventory does not eliminate adversarial prompt injection, training data poisoning, or 

model extraction attacks. Runtime validation and behavioral monitoring remain mandatory. 

• No regulatory framework currently mandates real-time classification updates. Quarterly 

reconciliation remains compliant, though continuous monitoring is recommended for operational 

security. 

• Vendor claims of 'fully autonomous compliance' via inventory dashboards are not supported by 

enforcement precedents. Human review and governance approval are required for high-risk 

classifications. 

• Classification algorithms do not detect emergent risk from agent-to-agent chaining. Compositional 

risk analysis requires separate methodology. 

• Inventory Confidence Score ≥ 85 does not guarantee control effectiveness. It measures visibility 

coverage only; control validation requires separate assessment. 

• The 94% recall metric applies under standard enterprise visibility conditions. Organizations with 

significant encrypted traffic, BYOD, or local inference may experience materially lower recall rates. 
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10. IMPLEMENTATION ROADMAP 

Phase 1 – Discovery & Inventory (Weeks 1–4) 

Deploy telemetry collectors, normalize logs, run baseline discovery, calculate ICS, reconcile with 

procurement records. 

Phase 2 – Classification & Gap Assessment (Weeks 5–8) 

Apply rule-first classifier, map Tier 2 systems to Articles 9–17 control families, run automated + manual 

gap assessment, generate Red/Yellow/Green status. 

Phase 3 – Continuous Operation (Week 9+) 

Weekly automated discovery sweeps, CI/CD integration for pre-deployment gates, monthly gap 

reassessment, quarterly board attestation. 

 

SHALL/SHOULD CONTROL STATEMENTS (per ISO/IEC Directives Part 2, Clause 

7.4) 

SHALL maintain continuously updated inventory across cloud, on-prem, and hybrid environments 

SHALL automatically classify AI systems into regulatory risk tiers using rule-first triggers 

SHOULD integrate discovery telemetry from CASB, endpoint, network, and identity logs to achieve 

≥90% coverage under standard visibility conditions 

SHALL enforce pre-deployment validation gates for Tier 2 systems 

SHOULD publish quarterly inventory reconciliation reports including ICS and gap status 

SHALL maintain immutable audit logs for all classification decisions, overrides, and manual 

adjustments 

 

APPENDICES 

Appendix A: Evidence Tier Definitions & Confidence Calibration 

Appendix B: Financial Scenario Model & Capped Percentile Rationale 

Appendix C: API Introspection Safety Protocol (Rate Limits, Auth Constraints, Signed Authorization) 

Appendix D: ISO/IEC 42001 Clause Crosswalk (6.1.2 context → 8.1 operational planning + Annex A.5 

asset management) 

Appendix E: MITRE ATLAS v2025 Mapping (TA001–TA011 AI-specific attack chains) 

Appendix F: Inventory Confidence Score Calculation Workbook 
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ABOUT THE ODA3 INSTITUTE 

The only institute specialized in AI Security Applied Research, Defensible Standards Development, and real-world 

AI Security Training Courses provider. We discover AI security realities through original incident research, codify 

them into defensible standards (SHALL/SHOULD), and enable implementation through targeted practitioner 

training. Not a broad cybersecurity firm treating AI as one topic among many. Not an AI company addressing 

security reactively. Not a disconnected policy think tank. Becoming authority and shaping how organizations 

secure AI agents, govern AI risk, and meet regulatory demands. 


