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1. Executive Overview

Prompt injection differs fundamentally from classic input-injection vulnerabilities such as SQL or command
injection. Traditional injection attacks target deterministic parsers with well-defined grammars; prompt injection
targets probabilistic language models whose behavior depends on instruction precedence, contextual reasoning,
and natural-language interpretation [T2]. This characteristic makes complete prevention infeasible. Effective
mitigation therefore requires layered controls that reduce attack likelihood, limit blast radius, improve detection,
and support rapid recovery — not a single safeguard claiming to eliminate the risk.

As organizations deploy LLM-powered assistants, retrieval-augmented generation (RAG) systems, autonomous
agents, and coding copilots, the attack surface extends well beyond direct user prompts to encompass every
source of untrusted content the system processes — retrieved documents, emails, web pages, and tool outputs
[T1]. This is a governance and operational-assurance challenge as much as a technical one: successful attacks
may expose confidential information, trigger unauthorized actions, or undermine regulatory compliance. This
document serves both practitioners implementing controls and leadership overseeing the risk — technical
sections carry inline evidence tags; leadership-relevant framing and action items are called out separately
throughout.

Key Takeaway

Prompt injection cannot currently be eliminated through any single technology. Organizations should assume
attempts will occur and focus on layered controls, human oversight, and clear accountability — not on any
vendor’s claim of complete protection.

Methodology Note

This document synthesizes publicly available evidence from standards organizations, regulatory publications,
peer-reviewed and academic research, vendor security advisories, and documented security incidents. No ODA3
proprietary datasets, client telemetry, or unpublished operational intelligence are referenced, consistent with
ODA3 Institute’s founding in March 2026. Evidence is tiered as follows:

T1 Primary Verified — standards, regulatory documents, vendor advisories, documented incidents
T2 Secondary Verified — credible reporting corroborated by > 1 independent source

T3 Controlled Simulation / Academic Proxy — lab-replicated or peer-reviewed, not field-observed
T4 Anecdotal / Unverified — practitioner reports, unconfirmed claims

Where sources disagree on prevalence, exploitability, or defensive effectiveness, differing viewpoints are
identified rather than resolved into an unsupported conclusion.

2. Key Concepts & Glossary

A technique in which attacker-controlled instructions influence an LLM to disregard, modify, or
override intended system behavior

Prompt Injection

Direct Prompt Injection Malicious instructions supplied directly by the interacting user

Malicious instructions embedded within external content the model consumes — web pages,

Indirect Prompt Injection emails, documents, retrieved knowledge

Relative precedence assigned to competing instructions from system, developer, tool, and

Instruction Hierarchy . S
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Term Definition

Context Window

Context Poisoning
Prompt Leakage
Trust Boundary
Context Isolation

Prompt Firewall

Policy Engine

Tool Invocation / Tool Abuse

Least Privilege

Human-in-the-Loop (HITL)
Semantic Filter

Output Validation

Retrieval-Augmented Generation
(RAG)

Guardrail
Agentic Al

Agent Control Loop

Memory Poisoning

Multi-Agent Trust Exploitation

Model Context Protocol (MCP)

Tool Poisoning

Lethal Trifecta

Identity-Aware Authorization

Context Window Exhaustion

Complete token sequence available to the model during inference, including instructions,
retrieved documents, history, and tool outputs

Manipulation of retrieved or stored information so malicious content influences future
responses

Disclosure of hidden prompts or confidential instructions through adversarial interaction

Logical or architectural boundary separating information with different integrity or privilege
levels

Architectural separation preventing untrusted content from influencing privileged instructions

A dedicated layer evaluating prompts, retrieved content, and responses before model
execution or external action

An independent authorization component determining whether a requested action satisfies
organizational policy

Execution of external functions or APIs under model control / unauthorized or manipulated
invocation of that capability

Principle limiting accessible capabilities to only those required for a specific task
Operational safeguard requiring explicit human approval before sensitive actions occur

A detection mechanism evaluating meaning rather than literal keywords to identify malicious
intent

Independent verification of model responses before presentation or execution

Architecture where external knowledge is retrieved dynamically and incorporated into model
context before inference

A technical mechanism intended to constrain unsafe model behavior before, during, or after
inference

Al systems capable of autonomous planning, reasoning, and tool execution

The recurring planner - reasoner - tool selector — tool executor - memory cycle that
defines an autonomous agent’s operation; injection can target any stage

Manipulation of an agent’s persistent memory (short-term, vector, long-term, or cross-
session) so that injected content influences future, unrelated interactions

An attack in which one compromised agent’s poisoned output is trusted and acted upon by
downstream agents without independent verification

An emerging standard protocol connecting Al agents/clients to external tools and data
sources via MCP servers

Malicious instructions embedded in a tool's metadata or description (rather than its output),
read by the model but often not shown to the user

A described architectural pattern — private data access, exposure to untrusted content, and
an external communication channel — that together make prompt injection reliably exploitable
when all three are present in one agent

Access control that ties agent/tool actions to a specific authenticated identity and its
permissions (RBAC/ABAC/PBAC), rather than trusting the model's own request

An attack pattern that floods the context window with benign-looking content to push trusted
system instructions out of the model’s effective attention, rather than directly countermanding
them
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3. Technical Deep Dive

3.1 Architectural Overview

A secure LLM deployment treats all prompts as untrusted input rather than trusted instructions:

User / Calling Identity
|
v
Identity & Authorization Layer
(RBAC / ABAC / PBAC — who is asking,
what are they permitted to request)

\4
Prompt Validation Layer
|
\4
Context Construction Engine

Retrieved Documents System Instructions
(Untrusted) (Trusted)

| |
e —

v
Context Segmentation Layer
v
Large Language Model
v
Output Validation Engine
v
Policy Enforcement Gateway
(re-checks the authenticated identity’s
permissions against the requested action)
v
External APIs / Enterprise Tools
v
Audit & Evidence Log

The architectural objective is not to prevent malicious prompts from reaching the model — an unrealistic goal —
but to ensure untrusted input cannot directly influence privileged instructions or trigger sensitive actions without
independent, identity-aware verification [T2]. A control stack that authorizes actions only by what the model claims
a user wants — without re-checking that user’s actual permissions at the policy gateway — allows a successful
injection to inherit whatever privilege the session already holds.

3.2 Attack Mechanics
Prompt injection typically progresses through:

e Delivery — malicious instructions arrive via user input or embedded external content

e Context Assembly — the application combines trusted and untrusted information

e Instruction Competition — conflicting directives compete within the model’s reasoning process
e Behavior Modification — the model prioritizes attacker-controlled instructions

e Privilege Escalation — the attacker attempts to access hidden prompts, invoke tools, or retrieve
confidential data

e Persistence (where applicable) — poisoned memory or retrieved documents influence future
interactions
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Successful attacks often exploit weaknesses in context construction rather than weaknesses in the underlying
model itself [T2].

3.3 Exploit Preconditions

Untrusted external content included in model context High
RAG pipeline without content validation High
Autonomous tool execution High
Excessive model privileges High
Shared conversational memory Medium
Lack of output verification High
Hidden prompt disclosure mechanisms Medium
Inadequate trust boundary separation High

3.4 Technical Indicators

Prompt-level
Indicator Detection Confidence False Positive Risk
Instruction override language ("ignore previous instructions") High Low
Role reassignment attempts High Low
Prompt/system-message extraction requests High Medium
Meta-prompt manipulation (requests to explain internal policy) Medium Medium
Recursive/dynamically generated prompts intended to evade filters Medium High

Context-level

Retrieved document contains executable-style instructions Possible indirect prompt injection
External content attempts to redefine model behavior Context poisoning

Hidden HTML/CSS comments containing prompts Web-based injection

Base64 or encoded instruction blocks Obfuscation attempt

Runtime-level

Unexpected tool invocation Prompt manipulation

Access to unrelated documents Retrieval abuse

Sudden privilege escalation Instruction override

Multiple failed authorization attempts Tool probing
Output-level

Disclosure of hidden prompts Prompt leakage

Confidential information appears in output Data exposure
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Indicator Security Implication

Execution of prohibited commands Guardrail bypass

Unexpected URLS or scripts in output Payload delivery

3.5 Defensive Architecture Patterns

Pattern 1 — Context Isolation. Separates attacker-controlled content from trusted system instructions across an
explicit trust boundary, reducing instruction-precedence ambiguity and simplifying policy enforcement.

Pattern 2 — Prompt Firewall. Evaluates every prompt before inference for malicious instruction detection,
jailbreak detection, override detection, and semantic anomalies — evaluating intent rather than syntax alone,
unlike a traditional WAF.

Pattern 3 — Retrieval Validation Pipeline. Retrieved content is never inserted directly into model context. Each
object is scored for integrity, trust, source classification, and injection likelihood before context assembly.

Pattern 4 — Tool Authorization Gateway. LLMs never invoke privileged tools directly. Every requested action
passes through an independent policy engine considering user identity, resource sensitivity, and
business/regulatory constraints. The model recommends actions; it does not authorize them.

Pattern 5 — Output Verification. Model output undergoes independent verification (sensitive-data detection,
policy validation, hallucination scoring, code scanning) before presentation or execution. High-risk outputs require
explicit human approval.

3.6 Secure Implementation Principles

e Treat every token as untrusted — user prompts, retrieved documents, API responses, and memory are
all potentially adversarial

e Separate instructions from data — never combine trusted instructions with untrusted documents
without an explicit trust boundary

e Minimize model privileges — avoid unrestricted database, emalil, filesystem, or credential access
e Enforce policy independently — business policy should never rely solely on model compliance

e Verify before acting — generated output should never directly trigger financial transactions,
infrastructure changes, or regulatory submissions without independent verification

3.7 Prompt Injection in Agentic Control Loops

Autonomous agents operate as a recurring loop: Planner — Reasoner - Tool Selector —. Tool Executor —
Memory - (back to Planner). Injection is not confined to the initial prompt — it can be introduced or re-triggered
at any stage of this loop:

e Planner stage: injected content reframes the agent’s overall goal (goal hijacking)

e Tool Selector stage: injected content biases which tool the agent chooses, or convinces it an
unauthorized tool is appropriate

e Tool Executor stage: injected content in a tool's own output (not just retrieved documents) feeds back
into the next reasoning cycle

e Memory stage: injected content is written to persistent memory and re-enters the loop in later, unrelated
sessions

The industry’s 2026 OWASP Top 10 for Agentic Applications formally reflects this shift, naming Agent Goal Hijack
and Tool Misuse & Exploitation among its top-ranked risks, and describing "Rogue Agent" behavior — an agent
that drifts from intended behavior while still appearing authorized and trusted — as a distinct, difficult-to-detect
failure mode [T1/T2]. Because agents rely on natural-language input to plan and act, they frequently cannot
reliably distinguish a legitimate instruction from an injected one at any single stage of the loop, which is why
control-loop-wide monitoring (Section 6) matters more than single-point input filtering alone.
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3.8 Memory Poisoning

Persistent memory turns a single successful injection into a standing compromise. Relevant memory types and
their exposure:

Memory Type Description Persistence Risk
Short-term / conversation memory Retained only within an active session Low—Medium
Vector memory Embeddings stored for retrieval across sessions Medium—-High

Structured facts retained indefinitely and reused across many

Long-term / knowledge-graph memaory interactions

High

Cross-session / cross-user memory Shared memory referenced by multiple sessions or users Critical

Once injected content is written into vector or long-term memory, it can influence unrelated future interactions with
no further attacker involvement required [T2/T3]. Memory writes should be treated as a privileged action requiring
the same validation as any other tool call, not as a passive by-product of conversation.

3.9 Multi-Agent Prompt Injection

In multi-agent architectures, trust often propagates without independent re-verification: Agent A retrieves
poisoned data - Agent B trusts Agent A’s output without re-checking it - Agent C executes an action based on
that chain - privilege escalation occurs at the point where the weakest agent’s output was trusted furthest. This
is sometimes described as cross-agent or "colluding agent" manipulation, where one compromised or deceived
agent’s output propagates through a workflow that assumes internal agent-to-agent communication is inherently
trustworthy [T2]. The mitigating principle is the same one applied to external content: no agent’s output should be
treated as trusted simply because it originated inside the system boundary.

3.10 MCP (Model Context Protocol) Security

The Model Context Protocol has emerged as a widely adopted standard for connecting Al agents to external tools
and data sources. Independent security research and the protocol’s own security guidance have identified tool
poisoning — malicious instructions embedded in a tool's description or metadata rather than its output — as the
most consistently documented client-side risk [T1]. Because tool descriptions are visible to the model but not
always surfaced to the end user, an MCP server (including a compromised or malicious one a user has
connected to) can embed hidden instructions that the model reads and may act on without the user ever seeing
them.

The MCP specification itself notes that tool descriptions and annotations from untrusted servers should not be
assumed trustworthy, and recommends that any consequential tool invocation retain a human-in-the-loop
approval step [T1]. Related documented risks include full schema poisoning (structural tampering with a tool's
parameters or return types) and server impersonation, given the base protocol’s limited built-in mechanism for
cryptographically verifying a server’s identity [T2]. Organizations connecting agents to third-party MCP servers
should apply the same provenance and least-privilege discipline described in Sections 3.5-3.6 to every
connected server, not only to retrieved documents.

3.11 Context Window Exhaustion

Not every injection attempts to directly countermand an instruction. An alternative technigue floods the context
window with large volumes of benign-looking content, pushing the system prompt or earlier trusted instructions
outside the model’s effective attention window — sometimes described as a "lost in the middle" effect [T3]. The
practical effect resembles instruction override without any explicit override language appearing in the input, which
makes it harder for keyword- or phrase-based detection (Section 3.4) to catch. Mitigation depends on context
length limits, prioritized placement/re-injection of system instructions, and monitoring for unusually large retrieved-
content volumes rather than content-pattern matching alone.

3.12 Supply Chain Perspective

Beyond retrieved documents and live tool output, several upstream sources carry injection risk before an
application ever runs:
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e Model supply chain — a compromised or backdoored third-party model or fine-tune

e Prompt template | shared prompt libraries — reused prompt templates from public repositories
carrying embedded instructions

e Agent framework and plugin libraries — third-party agent orchestration code with undisclosed default
behaviors

e MCP servers — third-party tool servers, per Section 3.10, which function as a live extension of the
application’s attack surface rather than a one-time dependency

This lifecycle dimension is reflected in Section 7’s Al Lifecycle Mapping under Model Acquisition, but deserves
explicit attention as its own category, since it is not remediated by any of the runtime controls in Sections 3.5-3.6.

4, Practitioner Decision Framework

4a. Risk Scoring Matrix

External content exposure Internal only Limited partners Public sources Internet-wide ingestion
Tool privileges Read-only Limited actions Administrative Autonomous execution
Data sensitivity Public Internal Confidential Regulated / Critical
Human oversight Mandatory approval Frequent review Occasional review Fully autonomous
Output verification Multi-layer validation Basic validation Minimal validation None

Prioritize remediation where multiple factors fall into High or Critical simultaneously.

4b. Decision Tree

Does the application consume untrusted content?
NO - Basic prompt hardening may be sufficient.
YES - Can retrieved content invoke tools?
NO - Deploy retrieval validation, context isolation, and

output verification.
YES - Does the tool perform sensitive actions?
NO - Require policy validation.
YES - Require: policy engine, least privilege, human
approval, audit logging, runtime monitoring.

4c. Prioritization Matrix

Scenario Risk Priority Target Timeframe
Public chatbot Medium Medium 90 days

Enterprise RAG High Immediate 30 days

Al coding assistant High Immediate 30 days

Agentic workflow automation Critical Highest Before production
Autonomous financial agent Critical Highest Before deployment
Healthcare Al assistant Critical Highest Before deployment
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5. Security Controls Matrix
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Verified external reference basis for this edition: MITRE ATLAS classifies prompt injection under technique
AML.T0051, with sub-techniques for direct, indirect, and triggered injection, corroborated across multiple
independent published sources as of mid-2026 [T2]. The OWASP Top 10 for Agentic Applications (2026) —
ASIO1 through ASI10 — was independently corroborated across OWASP’s own project page and multiple
independent industry sources [T1/T2]. GAISSF™ and UAIF™ mappings reference GAISSF™ v1.0 and UAIF™
v1.0 respectively, as factual conformance-alignment statements under GEL v1.0 Section 10.3. EU Al Act article-
level mappings remain omitted pending direct verification against the regulation’s current consolidated text.

Control Effectiveness Summary

Category Overall Effectiveness Primary Objective

Preventive

Detective

High

High
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Category Overall Effectiveness Primary Objective

Corrective Medium Restore trusted operation
Governance High Maintain assurance and accountability
Human Oversight High Prevent high-impact failures
Continuous Validation High Adapt to evolving attack techniques

6. Detection & Monitoring

6a. Logging Requirements

User Prompt Logs Session ID, prompt, timestamp, identity 180 days High
Retrieved Documents Source, trust score, classification, hash 180 days High
System Prompt Version Version, hash, deployment ID 1 year Critical
Tool Invocation Logs Tool name, parameters, user, authorization decision 1 year Critical
Policy Engine Decisions Decision, rule triggered, confidence 1 year High
Output Validation Results Validation status, policy violations 180 days High

Context hash, prompt hash, retrieved chunk IDs, embedding

Context Assembly Metadata model version, vector DB collection ID 180 days High

Memory Write Events Merr_lory type, write content hash, writing session 1D, memory 1year e
version

Model & Tool Versioning Model version, tool decision ID, policy version in effect at time of 1 year High

decision

Recording exact model, embedding, and policy versions alongside each decision is what makes forensic
reconstruction possible after an incident — without it, investigators cannot determine whether a control failure was
a configuration gap or a genuine bypass of a then-current control.

6b. Detection Logic

Rule: Prompt Override Attempt

Logic: IF prompt contains phrases semantically similar to "ignore
previous instructions" / "forget system prompt" / "new instructions"
AND semantic similarity exceeds threshold THEN raise Medium alert
False Positive Risk: Low

Rule: Indirect Prompt Injection

Logic: Retrieved document contains instruction-like language -
requests behavioral modification - attempts privilege escalation -
flag for quarantine before inference

False Positive Risk: Medium

Rule: Unexpected Tool Invocation
Logic: Requested tool not normally associated with current workflow
- alert - require policy review

Rule: Repeated Probing Pattern
Logic: A single denied action, rewritten prompt, or extraction attempt
is often unremarkable; a session or identity showing repeated
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variations of the same denied class of action within a short window
is a materially stronger signal than any one instance. Track and
alert on: repeated tool denials, repeated prompt rewriting after

a block, repeated hidden-prompt extraction attempts, repeated context

reconstruction after truncation, repeated policy-engine probing
across differently-worded requests.

False Positive Risk: Low—Medium (thresholds should be tuned per
workflow; legitimate iterative users exist)

6c¢. Indicators of Compromise

oope e e

Prompt Pattern "Ignore previous instructions" High
Context Manipulation Embedded instruction within retrieved PDF High
Tool Abuse Unexpected administrative API call High
Output Behavior Disclosure of confidential prompts High
Retrieval Abuse Access to unrelated sensitive documents Medium
Memory Abuse Persistent malicious context across sessions Medium

6d. Recommended Telemetry

Prompt evaluation results, retrieval trust scores, context assembly events, tool authorization decisions, policy
engine outputs, output validation failures, human approval events, and SIEM correlation events across all layers
rather than application logs alone.

7. Al Lifecycle Mapping

Phase Primary Risk Recommended Controls

Model Acquisition Compromised external models Supplier validation, integrity verification
Training Poisoned training data Dataset governance, provenance verification
Fine-tuning Instruction bias Secure evaluation, adversarial testing
Evaluation Incomplete security testing Prompt injection benchmark suite
Deployment Weak trust boundaries Context isolation, prompt firewall

Inference Active prompt injection Runtime monitoring, policy engine
Monitoring Undetected attacks Continuous telemetry, anomaly detection
Retirement Residual sensitive data Secure deletion, credential revocation

8. Assessment & Assurance Lens

8a. Verification vs. Validation

Question Was the control implemented correctly? Does it achieve the intended outcome?
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Aspect Verification Validation

Focus Technical implementation Operational effectiveness
Evidence Configuration, code, architecture Adversarial testing, metrics
Outcome Control exists Control works

Both are necessary; verification without validation provides little confidence attacks will actually be prevented or
detected [T2].

8b. Evidence Sufficiency

Evidence Type Examples Strength
Objective Evidence Configuration, policy engine logs, source code High
Technical Evidence Security test reports, adversarial testing, telemetry High
Documentary Evidence Policies, procedures, design documents Medium
Interview Evidence Staff interviews, demonstrations Medium
Self-attestation Management statements alone Low

Assessment conclusions should rely primarily on objective and technical evidence, not self-attestation.

8c. Assurance Questions by Role

Security Architect: How are trusted and untrusted contexts separated? Which components authorize tool
execution?

MLOps Engineer: How are retrieved documents validated? Which security tests run before deployment?
Al Governance Lead: How are high-risk Al systems classified? What evidence supports assurance claims?

CISO: Which Al systems are most exposed? How rapidly can compromised prompts be revoked?

8d. Residual Risk

Even a fully implemented control stack — context isolation, prompt firewall, policy engine, output validation, HITL
gating — does not reduce prompt injection risk to zero. Residual risk that remains after all controls in Section 5
are correctly implemented includes:

e Model reasoning errors independent of any injection attempt

e Unknown/novel attack techniques not yet reflected in any published taxonomy

e Provider-side vulnerabilities in the underlying foundation model, outside the deploying organization’s
control

e Zero-day jailbreaks that bypass both the primary model and any secondary judge/classifier built on
similar architecture

o Novel indirect injection vectors not yet covered by current retrieval validation heuristics

This residual risk should be explicitly acknowledged in risk registers and accepted at an appropriate governance
level, rather than implicitly assumed away once technical controls are deployed. This is consistent with Section
13's Notably Absent findings: no combination of currently available controls is documented as reducing this risk to
Zero.

ODA3-2026-07-CHT-SEC-001 | Page 12 | ODA3 Pvt Ltd



ODAS3 Institute | Cheat Sheet | Prompt Injection Mitigation Controls

9. Maturity Model

1 — Ad Hoc Prompt engineering only; minimal governance; little or no monitoring

2 — Repeatable Basic guardrails and documented procedures implemented

3 — Managed Security controls standardized across deployments; monitoring established
4 — Measured Continuous measurement of detection, response, and control effectiveness
5 — Optimized Automated testing, adaptive defenses, policy-driven architectures

Independent assurance demonstrates consistent effectiveness using objective evidence and

6 — Assured . oo
adversarial validation

10. Threat Intelligence Perspective

Current trends: Prompt injection has evolved from direct user manipulation toward multi-stage attacks targeting
complex Al ecosystems, including indirect injection via RAG, tool-invocation abuse in agentic systems, and
prompt leakage targeting proprietary instructions [T2].

Emerging techniques: Obfuscated natural-language payloads, multilingual injection, cross-modal injection via
images/documents, hidden instruction embedding in HTML/Markdown/PDF, and multi-agent coordination attacks
[T3].

Detection Maturity (Industry-Wide)

Capability Current Maturity

Keyword filtering High
Prompt normalization Medium
Semantic detection Medium
Behavioral analytics Medium
Automated reasoning verification Low
Context integrity validation Low

Research gaps: Reliable quantitative risk measurement, standardized evaluation benchmarks, universal trust
boundary models, formal verification of prompt security, and secure autonomous multi-agent coordination remain
unresolved as of this writing [T3/T4].

Known attack objectives: Threat modeling is easier when framed around what an attacker is trying to achieve
rather than the specific technique used. Documented objectives behind prompt injection campaigns include:
credential theft, system-prompt theft (competitive/IP motive), tool/API abuse, financial fraud, data exfiltration,
unauthorized code execution, and privilege escalation within a workflow [T2]. A given technical indicator (Section
3.4) often maps to more than one objective, so detection and response planning should track objective, not just
technique.

A note on architectural risk pattern: One widely referenced framing describes a "lethal trifecta” — an agent that
simultaneously has access to private/sensitive data, is exposed to untrusted external content, and has an external
communication channel — as a configuration that is reliably exploitable once all three conditions are present
together, regardless of which specific injection technique is used [T2]. Systems matching this pattern warrant the
highest-priority review under Section 4's decision framework.
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11. Research Insight %

Finding: Research from multiple independent sources — OWASP’s Top 10 for LLM Applications, published
Al red-team work from major model providers, and academic literature on indirect prompt injection —
consistently identifies retrieval-augmented generation as one of the highest-risk vectors for enterprise Al
deployment, since malicious instructions can originate from external content the model retrieves rather than
from the end user directly [T2/T3].

Technical Significance: This shifts the threat model: an attacker need never interact with the target system
at all, only with content the system will later retrieve. Traditional input-side validation of user messages
cannot detect this attack class.

Validation of Guidance: This directly supports prioritizing Retrieval Validation (Pattern 3, Section 3.5) and
Context Isolation (Pattern 1) over input filtering alone.

Operational Lesson: Any system retrieving third-party content into an LLM context must treat that content
as adversarial by default, regardless of the retrieval source’s apparent trustworthiness.

12. Common Mistakes

Relying solely on prompt engineering Implement layered architectural controls

Assuming system prompts cannot be overridden Treat prompt integrity as a continuously tested control

Allowing unrestricted tool execution Enforce independent authorization

Trusting retrieved documents Validate and classify all retrieved content before context assembly
Logging only user prompts Log the complete inference pipeline, including assembled context
Ignoring indirect prompt injection Evaluate every external content source, not just direct user input
Treating guardrails as complete protection Combine preventive, detective, and corrective controls

Granting Al administrative privileges Apply least privilege by default

Performing one-time security testing Continuously conduct adversarial evaluations

Measuring compliance instead of effectiveness Measure operational resilience using realistic attack scenarios

13. Notably Absent

Current publicly available evidence does not demonstrate any universally effective mechanism capable of
completely preventing prompt injection across all LLM architectures, deployment models, and agentic
workflows [T2/T3/T4]. Specifically absent from current research:

e Formal security guarantees for prompt integrity

e Universally accepted, vendor-neutral prompt injection benchmarks
e Standardized certification criteria for prompt robustness

e Reliable automated attribution of prompt injection attacks

e Complete isolation techniques for mixed-trust contexts

e Mature verification methods for autonomous multi-agent systems

ODA3-2026-07-CHT-SEC-001 | Page 14 | ODA3 Pvt Ltd



ODAS3 Institute | Cheat Sheet | Prompt Injection Mitigation Controls

e An independently validated enterprise benchmark demonstrating consistent prompt injection resilience
across heterogeneous LLM ecosystems and vendors

Organizations should avoid claims of "prompt injection immunity" or "complete protection." Security programs
should instead focus on reducing attack likelihood, limiting operational impact, improving detection, and
maintaining rapid recovery.

14. Quick Reference Tables

Attack-to-Control Mapping

Direct Prompt Injection Prompt Firewall

Indirect Prompt Injection Retrieval Validation

Prompt Leakage Output Validation

Tool Abuse Independent Authorization (Tool Gateway)

Context Poisoning Trust Scoring + Context Isolation

Privilege Escalation Least Privilege

Multi-Agent Manipulation Cross-Agent Output Re-Verification (C-15)

Memory Poisoning Memory writes treated as privileged actions requiring validation
MCP Tool Poisoning MCP Tool Provenance Validation (C-13)

Context Window Exhaustion Context length limits + prioritized system-instruction placement

Implementation Checklist

Leomor T T

Trust boundaries documented

Prompt firewall implemented

Retrieval validation enabled
Independent tool authorization deployed
Least privilege enforced

Output validation operational

Runtime monitoring enabled

Adversarial testing scheduled

O 0O0OoO0Oo0ooaogoaod
O 0O0OoO0Oo0ooaogoaod
O 0OoO0oo0oo0ooaogoaod

Incident response procedures documented

15. If You Can Only Do Five Things This Week

Priorit

Action Effort
y
1 Separate trusted instructions from untrusted content via explicit context isolation ~ Very High Medium
2 Introduce an independent authorization layer for all tool invocations — require Very High Medium
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Priorit
y

Action

human approval before any irreversible or externally visible action

Validate retrieved documents and connected MCP tool descriptions before

inserting them into model context High Medium

Implement comprehensive logging across prompts, retrieval, memory writes,

policy decisions, and tool execution i Lel

Conduct an adversarial prompt injection assessment against production-like

workflows and remediate findings High Medium

For Leadership: Questions to Ask Vendors

How is prompt injection resistance tested, and how frequently?
Are test results independently validated, or self-reported?

What logging is available if an incident needs to be investigated?
Which actions always require human approval before execution?

16. References (Verified for This Edition)

Source Relevance Tier

MITRE ATLAS (AML.T0O051 — Prompt Injection, with

direct/indirect/triggered sub-techniques) Technique classification used in Section 5 T2

Agentic risk classification used in Sections 3.7 and

OWASP Top 10 for Agentic Applications (2026), ASI01-ASI10 5 T1/T2

OWASP Top 10 for LLM Applications (2025/2026) ;"Mpl"-'-'v'og classification used throughout T
ection 5

Published academic and industry security analysis of Model Basis for Section 3.10 TUT2

Context Protocol tool poisoning

Documented "lethal trifecta” architectural risk pattern (private

data + untrusted content + external communication channel)
MITRE ATLAS tactic/technique counts change between framework revisions; verify the current count and exact
sub-technique IDs against MITRE'’s own published matrix before citing in external certification materials. EU Al
Act article-level mappings are intentionally omitted pending direct verification against the regulation’s current
consolidated text.

Basis for Threat Intelligence framing in Section 10 T2

Bottom Line

Prompt injection is not a theoretical Al issue. It is a practical governance and operational risk that becomes more
significant as Al systems gain access to enterprise data, workflows, and business processes. Organizations
should treat it as an ongoing control domain requiring layered safeguards, executive oversight, and continuous
validation — rather than expecting any single technology to eliminate the risk.
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Document Metadata

Classification
Intended Audience

Evidence Confidence
Review Cycle

ODAS3 Framework Cross-
References

Related ODA3 Publications

Framework Licensing

Public

Primary: CISOs, Security Architects, Al Governance Leads, Compliance Officers. Secondary:
CEOs, CFOs, Board Members, General Counsel, Risk Committees

Mixed T1-T4; see inline tags
Quarterly

GAISSF™ v1.0 (Architecture Security, Access Governance, Data Integrity domains), UAIF™
v1.0 (Input Manipulation, Privilege Abuse, Knowledge Poisoning categories)

ODA3-2026-07-CHT-SEC-002 — Al Monitoring Architecture; ODA3-2026-07-CHT-SEC-003
— Al Red Teaming Methodology

GAISSF™, UAIF™, and Al-IRF™ are frameworks of ODA3 Institute, referenced under the
GAISSF Ecosystem License (GEL) v1.0. Mappings herein are factual conformance-alignment
statements (GEL v1.0 8§10.3) and do not constitute certification.
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